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VNP Clients

VPN clients are software that needs SYSTEM privileges to performs network tasks. Sometimes are 

targeted to perform Local Privilege Escalation. Some examples:

● UniVPN Huawei client

● Pulse Secure VPN (CVE-2023-38043, CVE-2023-35080, CVE-2023-38543)

● Zyxel VPN (CVE-2023-5593)



Software Architecture



Reverse & Fuzzing
First step: understand how a normal process interacts with the service SecuExtenderHelper2. This is 

done via the NamedPipe:



Reverse & Fuzzing

After that, understand the message format 

used in the PIPE communication, by 

reversing the software code and analyzing 

the log file.



Reverse & Fuzzing



Reverse & Fuzzing



BUG

CREATE 0/403887772864467 1037 09035079829 7915 6979528277580614 44924170 4202 
46300462169498 3481845313273432 44778514306310 383 93900 17816 97572341451 

03371 22993517 095345192 63447 269 53748436725923 502921508 13764031 
61856158699813 76789794853256 2696 847928471842318 757238 661 9857579 06331 

3929229



BUG
● The problem is that a normal user can control 

the index of the array obtaining a write what 

where condition.

● The param_2 array was saved into the stack

● The next goals was control the code flow by 

overwriting the return address of the stack with 

a ROP chain exploiting the write what where.



Exploitation

For the exploitation it was necessary create a ROP chain to 
execute the ShellExecuteA function and open another 
process with SYSTEM privileges. For this purpose, the 
following gadgets are required:

● A gadget to obtain the value of the esp register 
(necessary to have an address that point to the string 
of the ShellExecuteA parameter)

● Modify the saved esp value with the memory address 
of the our string

● Save into the stack the calculated value that will be an 
argument of the ShellExecuteA function

● Finally execute ShellExecuteA



Exploitation (1/6)

Gadget



Exploitation (2/6)

Gadget



Exploitation (3/6)

Gadget



Exploitation (4/6)

Gadget



Exploitation (5/6)

Gadget



Exploitation (6/6)



DEMO
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